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General Instructions for the SAFER Self-Assessment Guides

The Safety Assurance Factors for EHR Resilience (SAFER)
guides are designed to help healthcare organizations conduct
proactive self-assessments to evaluate the safety and
effectiveness of their electronic health record (EHR)
implementations. The 2025 SAFER guides have been updated
and streamlined to focus on the highest risk, most commonly
occurring issues that can be addressed through technology or
practice changes to build system resilience in the following
areas:

® Organizational Responsibilities

" Patient Identification

* Clinician Communication

" Test Results Reporting and Follow-up

" Computerized Provider Order Entry with Decision Support
" Systems Management

" Contingency Planning

" High Priority Practices - A collection of 16
Recommendations from the other 7 Guides

Each of the eight SAFER Guides begins with a Checklist of
recommended practices. The downloadable SAFER Guides
provide fillable circles that can be used to indicate the extent to
which each recommended practice has been implemented in the
organization using a 5-point Likert scale. The Practice Worksheet
gives a rationale for the practice and provides examples of how to
implement each recommended practice. It contains fields to
record team member involvement and follow-up actions based on
the assessment. The Worksheet also lists the stakeholders who
can provide input to assess each practice (sources of input). In
addition to the downloadable version, the content of each SAFER
Guide, with interactive references and supporting materials, can
also be viewed on ONC'’s website at: https://www.healthit.gov/
topic/safety/safer-guides.

The SAFER guides are based on the best available (2024)
evidence from the literature and consensus expert opinion.
Subject matter experts in patient safety, informatics, quality
improvement, risk management, human factors engineering, and
usability developed them. Furthermore, they were reviewed by an
external group of practicing clinicians, informaticians, and
information technology professionals.
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Each guide contains between 6 and 18 recommended practices
including its rationale, implementation guidance, and evidence
level. The recommended practices in the SAFER Guides are
intended to be useful for all EHR users. However, every
organization faces unique circumstances and may implement a
particular recommended practice differently. As a result, some of
the specific implementation guidance in the SAFER Guides for
recommended practices may not be applicable to an organization.

The High Priority Practices guide consists of 16 of the most
important and relevant recommendations selected from the other 7
guides. It is designed for practicing clinicians to help them
understand, implement, and support EHR safety and safe use
within their organization. The other seven guides consist of 88
unique recommendations that are relevant for all healthcare
providers and organizations.

The SAFER Guides are designed in part to help deal with safety
concerns created by the continuously changing sociotechnical
landscape that healthcare organizations face. Therefore, changes
in technology, clinical practice standards, regulations, and policy
should be taken into account when using the SAFER Guides.
Periodic self-assessments using the SAFER Guides may also help
organizations identify areas where it is particularly important to
address the implications of these practice or EHR-based changes
for the safety and safe use of EHRs. Ultimately, the goal is to
improve the overall safety of our health care system and improve
patient outcomes.

The SAFER Guides are not intended to be used for legal
compliance purposes, and implementation of a recommended
practice does not guarantee compliance with the HIPAA Security or
Privacy Rules, Medicare or Medicaid Conditions of Participation, or
any other laws or regulations. The SAFER Guides are for
informational purposes only and are not intended to be an
exhaustive or definitive source. They do not constitute legal advice.
Users of the SAFER Guides are encouraged to consult with their
own legal counsel regarding compliance with Medicare or Medicaid
program requirements, and any other laws.

For additional information on Medicare and Medicaid program
requirements, please visit the Centers for Medicare & Medicaid
Services website at www.cms.gov. For more information on HIPAA,
please visit the HHS Office for Civil Rights website at www.hhs.gov/
ocr.
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Introduction

As the modern healthcare delivery system continues
to evolve, the safe and effective design, development,
implementation, and use of electronic health records
(EHRSs) as the primary means of patient data
collection, storage, retrieval, and communication
becomes more apparent. The SAFER guides were
designed to help clinicians, healthcare organizations,
and EHR vendors carry out self-assessments of their
EHRSs as implemented within a healthcare delivery
organization. Many of the SAFER recommendations
require that EHR vendors design and develop the
software required to enable users to complete the
recommendation, but all recommendations require
effort on the part of clinicians and healthcare delivery
organizations to configure, implement, and use the
EHR to its fullest extent to meet the
recommendations.

The High Priority Practices SAFER Guide includes 16
recommendations selected from the other seven
guides because of their relevance and importance for
practicing clinicians to understand and support. While
front-line clinicians need to be aware of the full
complement of 88 recommendations across all of the
guides, these are the most critical for clinicians to
help mitigate safety risks while advocating for
organization-wide prioritization of recommendations
that have not yet been implemented.

SAFER recommendations should help healthcare
organizations identify, prevent, measure, and monitor
EHR-related patient safety risks. These risks result
from both “social” (involving people, leadership,
workflow, and policies) and “technical” (involving EHR
hardware and software and system-to-system
interfaces, EHR configurations, upgrades, and
maintenance) challenges. This guide will help people
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responsible for EHR safety in each specific complex
“sociotechnical” healthcare organization focus on the
most important safety challenges and risks introduced
by EHRs.

The 2024 revision of the High-Priority SAFER guide
includes many new recommendations. One focuses on
the safe and effective use of artificial intelligence (Al)-
enabled applications and another on the use of patient
portals and patient-clinician communication. These
relatively new features offer great promise for
improvements in the delivery of safe and effective
healthcare, but both have risks to patient safety that
must be managed.

While each of the seven individual SAFER guides is
designed to be used by a multi-disciplinary group, this
High Priority Guide is for front-line clinicians. No one
expects every clinician to understand the depth and
breadth of every recommendation or the
accompanying implementation guidance suggestions.
The SAFER guides should prompt clinicians to ask
questions and hopefully start a conversation among
other clinicians, administrators, and information
technology professionals as they work collaboratively
to design, develop, and implement safe and effective
electronic health record systems.

We hope that this collaboration will lead to a
consensus about the organization’s future path to
optimize EHR-related safety and quality: setting
priorities among the recommended practices not yet
addressed, ensuring a plan is in place to maintain
recommended practices already in place, dedicating
the required resources to make necessary
improvements, and working together to mitigate the
highest priority safety risks introduced by the EHR.

SAFER Self Assessment | High Priority Practices 2 of 35




Y 4 4
@ ASTP S AF E R Safety Assurance Factors
for Teohnology Polloy for EHR Resilience

> Table of Contents ‘ > About the Checklist ‘ > Team Worksheet ‘ > About the Practice Worksheets

Self-Assessment

High Priority Practices

Table of Contents

General Instructions 1
Introduction 2
About the Checklist 5
Checklist 6
Team Worksheet 7
About the Recommended Practice Worksheets 9
Recommended Practice Worksheets
1.1 Worksheet 10
1.2 Worksheet 1
1.3 Worksheet 12
1.4 Worksheet 13
1.5 Worksheet 14
2.1 Worksheet 16
2.2 Worksheet 17
2.3 Worksheet 18
2.4 Worksheet 19
2.5 Worksheet 20
2.6 Worksheet 21
2.7 Worksheet 23
2.8 Worksheet 24
3.1 Worksheet 25
3.2 Worksheet 26
3.3 Worksheet 27
References 28

August 2024 SAFER Self Assessment | High Priority Practices




L
@ ASTP S AF E R Safety Assurance Factors
(el for EHR Resilience

>Table of Contents ‘ > About the Checklist ‘ > Team Worksheet ‘ > About the Practice Worksheets

Authors and Peer Reviewers

The SAFER Self-Assessment Guides were developed by health IT safety researchers and informatics experts whose contributions are acknowledged
as follows:

Primary authors who contributed to the development of all guides:

Trisha Flanagan, RN, MSN, CPPS, Health Informatics Nurse, Center for Innovations in Quality, Effectiveness and Safety, Michael E. DeBakey
Veterans Affairs Medical Center, Houston TX

Hardeep Singh, MD, MPH, Co-Chief, Health Policy, Quality and Informatics Program, Center for Innovations in Quality, Effectiveness and Safety
and Professor of Medicine at the Michael E. DeBakey Veterans Affairs Medical Center and Baylor College of Medicine, Houston, TX

Dean F. Sittig MS, PhD, FACMI, FAMIA, FHIMSS, FIAHSI, Professor of Biomedical Informatics, Department of Clinical and Health Sciences,
McWilliams School of Biomedical Informatics, University of Texas Health Science Center at Houston, TX and Informatics Review LLC, Lake Oswego,
OR

Support staff for the primary authorship team

Rosann Cholankeril, MD, MPH, Center for Innovations in Quality, Effectiveness and Safety, Michael E. DeBakey Veterans Affairs Medical Center
and Baylor College of Medicine

Sara Ehsan, MBBS, MPH, Center for Innovations in Quality, Effectiveness and Safety, Michael E. DeBakey Veterans Affairs Medical Center and
Baylor College of Medicine

Additional authors who contributed to at least one guide:

Jason S. Adelman, MD, MS, Patient ID) Chief Patient Safety Officer & Associate Chief Quality Officer, Executive Director, Patient Safety Research,
Co-Director, Patient Safety Research Fellowship in Hospital Medicine, New York-Presbyterian Hospital/Columbia University Irving Medical Center,
New York, NY

Daniel R. Murphy, MD, MBA, Clinician Communication, Test Results) Chief Quality Officer, Baylor Medicine, Houston, TX

Patricia Sengstack, DNP, NI-BC, FAAN, FACMI, (Organizational Responsibilities) Senior Associate Dean for Informatics, Director, Nursing
Informatics Specialty Program, Vanderbilt University School of Nursing, Vanderbilt University, Nashville, TN

Additional contributors who provided feedback on various guides or parts of guides
Miriam Callahan, MD (Patient ID)
David C. Classen, MD (CPOE, Al recommendation)
Anne Grauer, MD, MS (Patient ID)
Ing Haviland (Patient ID)
Amanda Heidemann, MD (All Guides)
I-Fong Sun Lehman, DrPH, MS (Patient ID)
Christoph U. Lehmann, MD (Al recommendation)
Christopher A. Longhurst, MD, MS (Al recommendation)
Edward R. Melnick, MD (Clinician Communication)
Robert E. Murphy, MD (Organizational Responsibilities)
Ryan P. Radecki, MD, MS (Al recommendation)
Raj Ratwani, PhD (Al recommendation)
Trent Rosenbloom, MD (Clinician Communication)
Lisa Rotenstein, MD (Clinician Communication)
Hojjat Salmasian, MD, PhD (All Guides)
Richard Schreiber, MD (CPOE)
Danny Sands, MD (Clinician Communication)
Debora Simmons, PhD, RN (Organizational Responsibilities)
Carina Sirochinsky (Patient ID)
Neha Thummala, MPH (Patient ID)
Emma Weatherford (Patient ID)
Adam Wright, PhD (CPOE)
Andrew Zimolzak, MD, MMSc (Test Results, Clinician Communication)

This guide was developed under the contract Unintended Consequences of Health IT and Health Information Exchange, Task Order HHSP23337003T/HHSP23320095655WC.

The ATSP/ONC composite mark is a mark of the U.S. Department of Health and Human Services. The contents of the publication or project are solely the responsibility of the authors and do not necessarily represent the official views of
the U.S. Department of Health and Human Services, Asssistant Secretary for the Technology Policy/Office of the National Coordinator for Health Information Technology.

August 2024 SAFER Self Assessment | High Priority Practices




S AF E R Self Assessment
High Priority Practices About the Checklist

>Table of Contents ‘ >About the Checklist >Team Worksheet >About the Practice Worksheets

The Checklist is structured as a quick way to enter and print your self-assessment.

Select the level of implementation achieved by your organization for each Recommended Practice. Your Implementation Status will be reflected
on the Recommended Practice Worksheet in this PDF. The implementation status scales are as followed:

Not Implemented (0%) Making Progress (1 30%) Halfway there (31 60%) Substantial Progress (61 Fully Implemented (91

The organization has not The organization is in the The organization is 90%) 100%)

implemented this early or pilot phase of implementing this The organization has The organization follows

recommendation. implementing this recommendation and is nearly implemented this this recommendation, and
recommendation as following or has adopted recommendation and is most implementation

evidenced by following or approximately half of the following or has adopted guidance is followed

adopting less than 30% of implementation guidance. much of the consistently and widely
the implementation implementation guidance. adopted.
guidance.

The organization should check the following box if there are some limitations with the current version of their EHR that preclude them from fully
implementing this recommendation.

EHR Limitation - The EHR does not offer the features/functionality required to fully implement this recommendation or the implementation guidance.

Recommended Practices for Domain 1 — Safe Health IT Implementation Status

0% 1-30% 31-60% 61-90% 91-100%
Not Making  Halfway Substantal ~ Fully BR
Implemented  Progress  There  Progress Implemented Limitation

Disaster recovery plans must be in place and reviewed

LB 2t cast annually, for computing and networking w11 @ @ @ © O

- infrastructure that runs applications critical to the
The Domain organization’s clinical and administrative operations,
associated with the including hardware duplication, network redundancy,
Recommended and data replication.
Practice(s) appears
at the top of the
column

i i i Worksheet 1.2
1.2 An electric generator and sufficient fuel are available Worksheet 1.2 (‘ (‘ (‘ (‘ (‘

to support the EHR during an extended power outage.

Paper forms are available to replace key EHR functions ~ Worksheet 1.3 F r r F r
during downtimes.

Patient data and software application configurations Worksheel 1.4 ( r r ( r
critical to the organization’s operations are regularly
backed up and tested.

Policies and procedures are in place to ensure Worksheet 15 F F r F r

accurate patient identification when preparing for,
during, and after downtimes.?

The Recommended
Practice(s) for the

topic appears
below the
associated Domain.

o
>

To the right of reach Recommended
Practice is a link to the Recommended
Practice Worksheet in this PDF.

The Worksheet provides guidance on
implementing the practice.
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Recommended Practices for Domain 1 — Safe Health IT mplementation Status

0% 1-30% 31-60% 61-90% 91- 100%
Highest-level decision makers in the organization (e.g., Worksheet 1.1 Not Making  Halfway Substantial  Fully EHR
boards of directors, owners of physician practices, C-suite \plomented  Progress  There  Progress mplemented Limitaton
executives, and clinical leaders) commit to promoting a (\ (\ (\ (\ (\
culture of safety that incorporates the safety and safe use of
EHRs.

Users are warned when they attempt to create a record Worksheet 1.2

for a new patient whose first and last names are the same  — (\ (\ (\ (\ (\ Reset
as another patient, or when a patient search result returns
multiple patients with the same or similar names.®

Patient data and software application configuration Worksheet 1.3
settings critical to the organization’s operations are (\ (\ (\ (\ (\
regularly backed up and tested.®

1.3

Reset

Reset

EHR-based secure messaging systems ensure Worksheet 1.4
accurate, reliable, and efficient transmission of high- (\ (\ (\ (\ (\

risk information.

Artificial Intelligence (Al)-enabled application Worksheet 1.5
developers, EHR vendors, and healthcare (\ (\ (\ (\ (\ Reset
organizations using Al-enabled systems or EHRs

with enhanced Al features or functions share

responsibility (based on their ability and resources

available) for ensuring Al safety. This shared

responsibility includes appropriate clinical,

technical, and administrative governance, policies,

procedures, people, and technologies to ensure Al

is monitored and that its use is safe, secure,

private, ethical, and equitable.?°

Implementation Status
Recommended Practices for Domain 2 — Using Health IT Safely

0% 1-30%  31-60% 61-90%  91- 100%
Not Making  Halfway ~Substantial  Fully EHR
Implemented ~ Progress There Progress |mplemented Limitation
i i Worksheet 2.1
Healthcgrglorganilzatlo.ng and EHR vendqrs share Worksheet 2.1 (\ (\ (\ (\ (\
responsibility for identifying and addressing EHR

safety concerns.

The EHR inbox and its use is optimized to reduce Worksheet 2.2 (\ (\ (\ (\ (\

inbox burden.

Patient photographs are collected during patient Worksheet 2.3 (\ (\ (\ (‘ (‘

registration and displayed in multiple places in the
EHR to improve patient identification.®”

Written policies specify unambiguous Worksheet 2.4

responsibility for test result follow-up with a (\ (\ (\ (\ (\
shared understanding of that responsibility among

all involved in providing follow-up care.*5-54
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Recommended Practices for Domain 2 — Using Health IT Safely mplementation Status

0% 1-30%  31-60%  61-90%  91- 100%
Not Making  Halfway Substantial  Fully EHR
Worksheet 2.5 Implemented  Progress  There ~ Progress Implemented Limitation

System hardware, operating and network software,
H and clinical application version updates, (\ (\ (\ (\ (\
modifications, and local customizations are tested
individually and in the context of other integrated
systems using a standardized approach. This
consists of:

e Testing before go-live and as installed in
production to ensure adequate performance and
data integrity

o Testing based on real-world, clinically authentic,
and relevant scenarios incorporating
collaborative workflows®®

¢ Monitoring all systems for a short time following
any hardware or software changes

¢ Notifying end users before, and reminded them
after, potentially impactful changes to
applications or clinical content assets

CDS alerts and reminders provide unambiguous Worksheet 2.6 (\ (\ (\ (\ (\

guidance in the correct clinical context at relevant
points in the workflow. Alerts and reminders are
informative, actionable, and judiciously limited to the
most significant, patient-specific notifications.

Users are trained on ransomware prevention strategies, Worksheet 2.7

including how to identify malicious emails and fraudulent
telephone callers asking for login access or other privileged
information.”%.7

Staff are trained and tested on downtime and Worksheet 2.8
recovery procedures.’® (\ (\ (\ (\ (\
Recommended Practices for Domain 3 — Monitoring Safety Implementation Status
0% 1- 30% 31-60% 61-90%  91- 100%
Not Making  Halfway Substantial Fully EHR
Organizations have a strategy and mechanisms for Worksheet 3.1 Implemented ~ Progress  There  Progress implemented Limitation

31

prevention, identification, measurement, monitoring, and (‘ (\ (‘ (‘ (‘

mitigation of high priority EHR safety risks and hazards.

Organizational policies and procedures ensure timely Worksheet 3.2
3.2 patient notification of both normal and abnormal test (\ (\ (\ (\ (\

results, and the timeliness of notification is monitored.5”

3.3 The EHR enables the monitoring of important Worksheet 3.3 (\ (\ (\ (\ (\

communication patterns related to clinical messages,
referrals, and patient portal notifications.
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Clinicians should complete this self-assessment and evaluate potential health IT-related patient safety risks addressed by
this specific SAFER Guide within the context of your particular healthcare organization.

This Team Worksheet is intended to help organizations document
the names and roles of the self-assessment team, as well as
individual team members’ activities. Typically, team members will
be drawn from a number of different areas within your
organization, and in some instances, from external sources. The
Suggested Sources of Input section in each Recommended
Practice Worksheet identifies the types of expertise or services to
consider engaging. It may be particularly useful to engage
specific clinician and other leaders with accountability for safety
practices identified in this guide.

The Worksheet includes fillable boxes that allow you to document
relevant information. The Assessment Team Leader box allows
documentation of the person or persons responsible for ensuring

Assessment Team Leader

Assessment Team Members

Assessment Team Notes

August 2024

that the self-assessment is completed. The section labeled
Assessment Team Members enables you to record the names of
individuals, departments, or other organizations that contributed
to the self-assessment. The date that the self-assessment is
completed can be recorded in the Assessment Completion Date
section and can also serve as a reminder for periodic
reassessments. The section labeled Assessment Team Notes is
intended to be used, as needed, to record important
considerations or conclusions arrived at through the assessment
process. This section can also be used to track important factors
such as pending software updates, vacant key leadership
positions, resource needs, and challenges and barriers to
completing the self-assessment or implementing the
Recommended Practices in this SAFER Guide.

Assessment Completion Date
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Each Recommended Practice Worksheet provides guidance on implementing a specific
Recommended Practice, and allows you to enter and print information about your self-assessment.

The Suggested Sources of Input section
indicates categories of personnel who can
provide information to help evaluate your
level of implementation.

Recommended Practice- Disaster Recovery Plans Implementation Status Strength of

Recommendation

The Rationale section
provides guidance

Disaster recovery plans must be in place and reviewed at least annually,
for computing and networking infrastructure that runs applications critical 4
to the organization’s clinical and administrative operations, including

=

[[] EHRLimitation

section provides an
estimate of the

about “why" the Mm duplication, network redundancy, and data replication. strength of

safety activities are N e tor P Risk Ae s 450 o Strength of evidence available
i i i ren L . . .

needed. ationale for Practice or Ris sessment uggeste urces of Input Recommy dation in the scientific

Organizations should take steps to prevent and

minimize the impact of technology failures.f A
single point of failure, whether it be a database
server, a connection to the Intemet, or data backup

tapes stored in racks adjacent to the production
servers, greatly increases risks for loss of data
availability and integrity.

Aszzeszsment Notes
Enter any notes
about your self-
assessment.

Follow-up Actions

Enter any follow-up
activities required.

N

Enter the name of
the person

responsible for the
follow-up activities.

N

Person Responsible for Follow-up Action
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1. Clinicians, support staff, and/or
clinical administration

2. EHR developer

3. Health IT support staff (in-
house or external)

Required literature, or states
that it is "required”
due to a federal
rule, regulation, or

Al health izafion that id 24 conditions of

= Alarge healthcare organi provides care .. .

hours per day has a remotely located (i.e., > 50 miles participation, for
away and = 20 miles from the coastline) “warm-site” (i.e., each
a site with current patient data that can be activated in
less tpan 8 hours) backup facility that can run the entire
EHR.

The backup computer system (e.g., warm-site) is tested at
least quarterly.®

= The organization maintains a redundant path to the
Intermet consisting of two different cables in different
trenches®
(Mote: a microwave or other form of wireless connection
is also acceptable), provided by two different Internet
providers )20

= Smaller ambulatory clinics have at least a cellphone-
hased, wiregless Internet access point that is capable of
running a cloud-hosted EHR as a backup to their main
cable-based Intermet connection.

Implementation Guidance

recommendation.

The

Implementation
Guidance

section lists potentially
useful practices or
scenarios to inform
your assessment and
implementation of the
specific
Recommended
Practice.
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Recommended Practice - Safety Culture

Rationale for Practice or Risk Assessment

Highest-level decision makers in the organization
(e.g., boards of directors, owners of physician
practices, C-suite executives, and clinical leaders)
commit to promoting a culture of safety that
incorporates the safety and safe use of EHRs.
Checklist

A culture of safety promoted by top executives encourages
continuous learning, improvement, and engagement from all
levels of the organization. By actively and transparently
prioritizing safety, organizational leadership can help ensure
systems and processes remain effective and responsive to
emerging EHR-related threats and challenges. By prioritizing
EHR safety, leadership promotes collaboration across all levels,
engaging clinical staff, IT professionals, and administrative
personnel in a unified approach to addressing safety concerns
and implementing effective solutions. Ultimately, this high-level
focus on EHR safety ensures strategic investments in reliable
and efficient health IT systems, further solidifying the
organization's commitment to safety and excellence.

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action
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Implementation Status

EHR Limitation

Suggested Sources of Input Strength of

1. Large organization: Board of Recommendation

directors, President/Vice
President, C-Suite executives,
Clinical leaders

2. Small organization: Owners,
Clinical leaders, COO

Medium

Implementation Guidance

" High-level decision makers recognize that EHR safety is
integral to patient safety. They ensure that EHR safety is
integrated into organizational policies and procedures
and risk management practices."?

" High-level decision makers provide adequate staffing and
resources to ensure that safety issues associated with
adoption and use of EHRs can be addressed in a timely
fashion.?

® High-level decision makers review the results of EHR
safety assessments, such as those from SAFER Guide
use.

" High-level decision makers identify EHR-related patient
safety goals (e.g., percentage of abnormal laboratory test
results that are acknowledged within a timeframe
appropriate for the importance, severity, and healthcare
setting or percentage of medications administered
following barcode identification), assess whether those
goals are being reached, and address any
shortcomings.?

® High-level decision makers identify and support staff
members who can provide systematic feedback to the
EHR vendors regarding perceived safety issues with their
EHRs.*
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Recommended Practice - Multiple Patient Warning

Users are warned when they attempt to create a record
for a new patient whose first and last names are the
same as another patient, or when a patient search
result returns multiple patients with the same or similar
names.®

Checklist

Rationale for Practice or Risk Assessment

Using automated EHR processes to prevent duplicate
records can prevent unintentional human errors that
could lead to patient harm.® Patients with similar
names are at a higher risk for wrong-patient errors.”

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action
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Implementation Status

EHR Limitation

Suggested Sources of Input Ret:sc:;?rrr‘\getr?dg{ion
1. EHR developer

2. Health IT support staff Medium

Implementation Guidance

During the creation of a new patient record, a
phonetic algorithm such as Soundex® is used to
check for patients with similar sounding names
in the system and display an alert or warning if
one exists.

When looking up a patient, if the results list
returns multiple patients with similar
demographic data, the names are displayed in a
visually distinct manner.

The system monitors for similar names, name
variants (e.g., Robert, Rob, Bob, Robbie), or
changed last names (e.g., marriage, divorce,
adoption), when other demographics match.

An alert provides additional demographic
information context for the existing patient to help
the user confirm or rule out that it is the same
patient.

Organizations implement an ID reentry
intervention and/or a distinct naming intervention
to reduce wrong-patient errors in the nursery or
NICU, where sets of twins, triplets, and higher-
order multiples are prevalent.”

Name alerts in combination with other
interventions (e.g., blood type testing) prevent
patient record confusion in critical areas such as
blood transfusions.®
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Recommended Practice - Backup Data Implementation Status

1.3 Patient data and software application configuration
y settings critical to the organization’s operations are

regularly backed up and tested."® EHR Limitation
Checklist
Rationale for Practice or Risk Assessment Suggested Sources of Input Strength of
Failure of electro-mechanical devices is inevitable. 1. Clinicians, support staff, and/or Recommendation
Backup of mission-critical patient data and EHR system clinical administration Required
configuration allows system restoration to a “pre-failure” 2. EHR developer
state with minimal data and time loss. 3. Health IT support staff

Implementation Guidance

® The organization has a daily, off-site, complete, encrypted
backup of patient data."

= Critically important patient data should be backed up as
close as possible to real-time.

* If using a remotely hosted EHR (e.g., cloud-based
solution), the EHR provider backs up data with tape,
Internet, redundant drives, or any means necessary to
allow full recovery from incidents.?

* The off-site backup is tested regularly (i.e., complete
system and patient data restore) (optimally on at least a
monthly basis)."3

® The content required to configure the system is backed up
regularly (optimally every month and always before every
EHR or supporting computer system upgrade).

® The organization maintains multiple backups, which are
created at different times.

® Backup media are physically secured in a location

Follow-up Actions separate from the operational data stores.

" The backup storage media should be separate and distinct
(e.g., Air gap) from normal file storage to facilitate
recovery from ransomware attacks.'

* Backup media are rendered unreadable (i.e., use software
to scramble media contents or physically destroy/shred
media) before disposal.

® The organization has a “read-only” backup EHR system
that is updated frequently (optimally in real-time, but at
least hourly).

" The read-only EHR system is tested regularly (optimally at
least weekly).

® Users can print from the read-only EHR system.

® If there is a “unit-level” read-only backup EHR system, it
isconnected to a local UPS or “red plug” (i.e., an outlet
connected to the organization's backup electrical generator).

Assessment Notes

Person Responsible for Follow-up Action
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Recommended Practice - Secure Messaging Implementation Status

EHR-based secure messaging systems ensure accurate,
reliable, and efficient transmission of high-risk information.

Checklist EHR Limitation
Rationale for Practice or Risk Assessment Suggested Sources of Input Strength of
. . : . . " I Recommendation
To avoid unnecessary interruptions and distractions, critical 1. Clinicians
and time-sensitive messages and results to clinicians 2. Ancillary staff Medium
should be clearly differentiated from routine or information- 3. Laboratory and diagnostic
only communication that does not require immediate imaging staff
attention or action. 4. IT staff
5. Vendors

Implementation Guidance

Assessment Notes " The EHR ensures close loop communication, which implies
that “all patient data and information that may require an
action are delivered and communicated to the right
individuals, at the right time, through the right mode to allow
interpretation, critical review, reconciliation, initiation of
action, acknowledgment, and appropriate documentation.”'®

= Critical and time-sensitive messages to clinicians are clearly
differentiated from routine or information-only
communication that does not require immediate attention or
action.'®

* EHR allows urgency levels to be assigned to messages and
presents urgent messages in a visually distinct manner. The
organization provides guidance to promote succinct and
intuitive message content.'”.18

= Messages can be marked for follow-up on a future date and

Follow-up Actions are automatically re-sent on the specified date and appear
as a new message.'®

® Organization policy for communication requires EHR
documentation of patient-specific communication that occurs
outside the EHR (e.g., e-mail or text messages sent via
computer, smartphone, pager, wireless local area network-
based communication devices, or other communication
system not integrated with the EHR) within the patient’s
EHR. Information that should be recorded in the patient’s
EHR includes sender, recipient, content, time sent, and time
acknowledged (if applicable).

" EHR messaging modules automatically capture and store
message sender, recipient, content, time, and
acknowledgment data.

Person Responsible for Follow-up Action * The EHR and the organization enable escalation of
messages that are unread within a time period (or if no
response has been received by the sender depending on
urgency). Escalation could involve automatically forwarding
the message to an alternate or supervising clinician if the
intended recipient is unavailable.®
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Recommended Practice - Artificial Intelligence

Implementation Status

Artificial Intelligence (Al)-enabled application developers, EHR vendors, and

features or functions share responsibility (based on their ability and resources

m healthcare organizations using Al-enabled systems or EHRs with enhanced Al

available) for ensuring Al safety. This shared responsibility includes appropriate

EHR Limitation

clinical, technical, and administrative governance, policies, procedures, people,
and technologies to ensure Al is monitored and that its use is safe, secure,

private, ethical, and equitable.20
Checklist

Rationale for Practice or Risk Assessment

The integration of Al-enabled systems in healthcare has the
potential to revolutionize clinical decision-making, but it also
introduces known and unknown risks that must be
mitigated.?! As healthcare organizations adapt their clinical
and administrative workflows to new Al-driven technologies,
unintended adverse consequences will inevitably occur,
particularly during the transition period. Early Al applications
have already exhibited unintended biases and
"hallucinations," leading to false information that can harm
patients. To address these risks, healthcare organizations
and AI/EHR developers must collaborate, leveraging their
complementary expertise to ensure Al systems are robust,
reliable, and transparent. Continuous monitoring and
updating are crucial to maintain system integrity, prioritize
patient safety, and ensure data security. Conducting a risk
assessment of Al is essential to identify and mitigate these
risks, build trust among users and stakeholders, and
promote safe and effective adoption of Al in healthcare.

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action

Suggested Sources of Input

1. Large organizations:

Strength of
Recommendation
Clinicians, Clinical
Administration, Health IT
Support Staff, EHR (or Al)
developer, Al experts

Medium

. Small organizations: Wait

for better evidence

Implementation Guidance

= Organizations conduct ongoing real-world testing and

monitoring with local data to minimize the risk to patient
safety while these new Al-enabled systems mature.
Healthcare organizations should conduct, or wait for real-
world, clinical evaluations published in high-quality medical
journals (e.g., NLM's new list of Clinically Useful Journals -
https://jmla.mlanet.org/ojs/jmla/article/view/1631) before
they start using Al-enabled systems on a routine basis.
While peer-reviewed publication does not ensure safety or
effectiveness of any clinical or administrative intervention, it
can provide an external, unbiased assessment of the
development, testing, implementation, or use of an Al-
enabled system, tool, or intervention.

Healthcare organizations should add additional people with
Al expertise such as data scientists, informaticians,
machine-learning and Al operational personnel, human
factors experts, and clinical expert(s) to their existing
multidisciplinary EHR or CDS oversight committee(s).
These individuals, as a group, should be capable of
understanding and evaluating the performance of Al-
enabled systems. These new committee members should
meet regularly to review requests for new applications and
proactively monitor the performance of Al- enabled
applications in use.

The committee should maintain an inventory of clinically
deployed, Al-enabled systems that includes information on
deployment date, current version, responsible personnel,
last reviewed date, authorized users, authorized purpose,
source of data used to generate, or train, the Al system,
and external source(s) of validation, verification, and
performance comparison.
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Recommended Practice - Artificial Intelligence (cont'd)

Artificial Intelligence* (Al)-enabled application developers, EHR vendors, and
healthcare organizations using Al-enabled systems or EHRs with enhanced Al
features or functions share responsibility (based on their ability and resources

available) for ensuring Al safety. This shared responsibility includes appropriate
clinical, technical, and administrative governance, policies, procedures, people,
and technologies to ensure Al is monitored and that its use is safe, secure,

private, ethical, and equitable.2’
Checklist

Implementation Guidance (cont'd)

Before organizations use Al-enabled systems for patient
care (e.g., respond to patient messages, generate
differential diagnoses, treatment plans, or notes
describing the findings from visits), they must have
policies and procedures to ensure that patients and
clinicians are aware, when possible, that Al-enabled
systems are being used for clinical and/or administrative
decision making.??

Organizations should ensure that patients understand
when and where Al-enabled systems were developed,
how they may be used, and the role of clinicians in
reviewing the Al system’s output before giving their
consent.?3

Al-generated recommendations should be reviewed and
approved by humans who take responsibility for the
recommendation(s) before they are sent to patients.
Organizations should maintain and regularly review a
transaction log of Al system use (i.e., similar to the audit
log of the EHR) that includes the Al version in use, date/
time of Al system use, patient ID, responsible clinical user
ID, input data used by the Al system, Al recommendation
or output.

Organizations have an internal process to evaluate Al-
enabled system performance on local data before routine
clinical use and periodically following implementation to
check for drift,2* bias,?® or decay,?® for example.?” This
process should include ongoing regular testing of Al
applications in the (live) production system to ensure the
safe performance and safe use of these program’s
references.?8

Organizations have high-quality training programs for
clinicians interested in using Al systems that focus on the
known and potential risks of using these systems.
Organizations have a formal consent-style process,
complete with signatures, to ensure clinicians understand
the risks and benefits of using Al tools before their access
is enabled.

August 2024

® Organizations must provide clear written instructions and

authority to enable anyone in the organization’s
information technology department to disable, stop, or turn
off the artificial intelligence-enabled systems, 24 hours a
day, seven days a week, in the event of a problem.?°
Similar to an organization’s preparation for an EHR
downtime, organizations must have an established policy
and procedure to manage clinical and administrative
processes that have become dependent on Al automation,
when the Al is not available.

Organizations should have a clear process for reporting Al-
related safety issues and a process for analyzing these
issues and mitigating risks.3°
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Recommended Practice - Involve EHR Vendor Implementation Status

Healthcare organizations and EHR vendors share
responsibility for identifying and addressing EHR safety

concerns. EHR Limitation
Checklist
. . . Strength of
Rationale for Practice or Risk Assessment Suggested Sources of Input Recommendation
By working together, healthcare organizations and EHR 1. Large organization: Board of .
vendors leverage their respective expertise to prioritize and directors, EHR vendors, Clinical Medium
share responsibility for patient safety. Healthcare and IT leadership team
organizations bring firsthand knowledge of clinical > Small organization: Owners
workflows and real-world EHR applications, while vendors ) 9 ) ’
contribute technical expertise and understanding of the EHR developers
system's architecture. Through continuous collaboration,
they can ensure EHR systems evolve to meet emerging
needs, address new safety concerns, and optimize patient
care. This joint approach fosters a culture of shared
accountability, driving ongoing improvement and mitigating Implementation Guidance
risks associated with EHRs and Al integration. * Organizations should have a documented process for

monitoring information provided by the EHR vendor
with regard to existing defects. When defects that
previously required workarounds are resolved, users
receive appropriate training.

" EHR vendors create their own set of system-specific
guidance to help their clients configure their EHRs to
meet the SAFER Guide recommendations.'

® Healthcare organizations and EHR vendors review
the SAFER Guide recommendations annually.3"32

® EHR vendors are provided feedback from clinicians
on potential safety enhancements to the
system.31.32

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action
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Recommended Practice - Inbox Design, Configuration, and Management Implementation Status

m The EHR inbox and its use is optimized to reduce inbox

burden.
Checklist EHR Limitation
. . . Strength of
Rationale for Practice or Risk Assessment Suggested Sources of Input Recommendation
Inbox configuration aligned with its effective and 1. Clinicians .
efficient management can help clinicians focus on 2. Vendors Medium
important and high-priority information. 3. IT staff

Implementation Guidance

® High-priority messages, abnormal test results, or
otherwise time-sensitive inbox messages and tasks are

visually distinct from routine inbox communication.®
Assessment Notes

" The EHR allows users to organize and prioritize inbox
content, including allowing sorting, filtering, and flagging
features preferred by individual clinicians (e.g., based on
date, source, patient, urgency, message type).'6.33

® Inbox configuration and management allows support staff
to triage and act on messages within their scope of
practice (e.g., processing refill requests, communicating
normal test results, scheduling visits) without requiring the
clinician to read or sort through administrative and non-
medical queries.34:35

" Inbox functionality includes the ability to flag, forward, and
add comments to messages and tasks.6:34

= Out-of-office messaging functionality is enabled to make it
Follow-up Actions clear to the sender that an inbox is not being
monitored.'®

® The EHR allows automatic message forwarding to a
surrogate clinician during a specific time period or
circumstance, such as when the clinician is absent from
work.

" The organization’s clinical leadership actively works to
identify and mitigate inbox-related burdens by
implementing processes designed to facilitate team
communication and streamline inbox content.3¢

= Appropriately tested and effective artificial intelligence
solutions are integrated to help categorize messages and
draft suggested responses to patients.3®

Person Responsible for Follow-up Action
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Recommended Practice - Patient Photographs Implementation Status

Patient photographs are collected during patient
23 registration and displayed in multiple places in the EHR to

improve patient identification.3” EHR Limitation
Checklist

Rationale for Practice or Risk Assessment
Strength of

The display of color patient photographs in the main Suggested Sources of Input Recommendation
banner of an EHR, in patient lists, and in other areas of 1. EHR developer
the EHR, when utilized either on desktop computers or 2. Registration Staff Strong

mobile devices, is an effective, non-interruptive method to
improve patient identification and reduce wrong patient
errors.37-42

Implementation Guidance

" The organization collects a color photograph of every
patient older than three months of age at the time of patient
registration, admission to the hospital, or any time staff
believe a change in appearance warrants updating the
photograph.37:38:43

Assessment Notes

" Patient photographs are displayed in all screens and
functions of the EHR supported by the vendor, including
patient banners, patient lists, patient scheduling, patient
search, and secure messaging.

" Patient photographs are displayed in the EHR in all devices
supported by the vendor including desktop computers and
mobile devices.

" Policies and practices, that are sensitive to patient cultural
and religious practices with regard to face and head
coverings, are developed and implemented that provide
guidance for capturing patient photographs, including when
and how to capture them, and describing the optimal
patient photo (e.g., the patient’s face is centered and
greater than 50% of the image).

" Reports are utilized to monitor the compliance of capturing
patient photographs, and performance improvement
projects are utilized to improve compliance.

Follow-up Actions

" When patient photographs are not supported by the vendor
or not available, other functions are used to improve patient
identification such as patient identification alerts or “re-
entering” patient identifiers (e.g., initials, name) before
signing orders.”#4

Person Responsible for Follow-up Action
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Recommended Practice - Test Result Follow-up

Rationale for Practice or Risk Assessment

Written policies specify unambiguous responsibility for
test result follow-up with a shared understanding of that
responsibility among all involved in providing follow-up
care 455

Checklist

New workflows resulting from the introduction of EHRs
can introduce new hazards related to miscommunication
of responsibility for follow-up. Ambiguous responsibility
increases the risk of follow-up failure.555

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action

August 2024

Implementation Status

EHR Limitation

Strength of

Suggested Sources of Input Recommendation
1. Clinicians, support staff, and/or
clinical administration

2. Diagnostic services

Medium

Implementation Guidance

® In the outpatient setting, the ordering clinician is
responsible for follow-up unless he or she delegates this
responsibility (e.g., to a covering clinician). Delegation
should be documented in the EHR and accepted by the
delegate.5758

* In organizations with trainees (e.g., residents or fellows),
ultimate responsibility defaults to the supervising attending
in the event of a change of service by the trainee acting as
an ordering clinician.

= Ordering clinicians in any setting assume responsibility for
follow-up care, unless that responsibility is unambiguously
transferred to another clinician who accepts
responsibility.5?
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Recommended Practice - Testing Updates

System hardware, operating and network software, and clinical application version updates, modifications, or local
customizations are tested individually and in the context of other integrated systems using a standardized approach.
This consists of:

= Testing before go-live and as installed in production to ensure adequate performance and data integrity
= Testing based on real-world, clinically authentic, and relevant scenarios incorporating collaborative workflows5°
= Monitoring all systems for a short time following any hardware or software changes

= Notifying end users before, and reminded them after, potentially impactful changes to applications or clinical
content assets
Checklist

Rationale for Practice or Risk Assessment Implementation Status

Failure to adequately test system hardware,

sqﬁware, ar?d c_onflguratlon or customlzathn of EHR Limitation
clinical applications can lead to data integrity

issues and impede response time, reliability,

and error-free operation. Suggested Sources of Input Strength of

Recommendation
1. Health IT support staff
2. EHR vendor Medium

Assessment Notes . .
Implementation Guidance

= Software enhancements and updates are installed and
tested in a test environment prior to moving into the
production environment.
® New versions of the EHR system are enabled in a test
environment with functionality sufficient for end-to-end
testing of multidisciplinary workflows prior to release in
the live/production environment.
® Customizations made by the organization, department,
or user are tested to ensure they do not adversely
impact other aspects of the system or interoperability
with internal or external systems.
® Simulation training is conducted for clinical processes
such as order entry, pharmacy review, nurse
notification, medication fill, medication administration,
and multidisciplinary clinical documentation to ensure
that the application addresses the organization’s
needs.
® The organization has created a comprehensive test
plan that validates the performance of each major
function, including screen appearance, the graphic
representation of data, alerts, and the accurate
Person Responsible for Follow-up Action generation of reports.®°
= Data migration processes and protocols are in place to
ensure data integrity after transmitting data from one
EHR system to another, changing the format of data
(e.g., free text to structured), and clinical code updates
(e.g., SNOMED, ICD-10, LOINC).
" Users are provided with a concise, relevant summary
of software or component updates that impact their
workflows or the data they rely on.

Follow-up Actions
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Recommended Practice - Alerts and Reminders

Rationale for Practice or Risk Assessment

specific notifications.
Checklist

Well-designed and configured alerts within clinical
workflows can promote patient safety and positive patient
outcomes without overwhelming ordering providers and
other clinical staff with irrelevant information. Whether they
are warnings about critical drug interactions or notifications
based on preventive care guidelines, alerts should be tiered
by severity and clearly and concisely describe the next
action to take. Careful consideration should be given to
defining alert levels, determining the context in which they
will fire, and understanding the risks and benefits of
potential clinical workflow disruptions (e.g., hard stops that
require documentation of override rationale or soft stops
that are dismissible without further action).

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action

August 2024

Suggested Sources of Input

PN ORWON =

Implementation Status

CDS alerts and reminders provide unambiguous guidance in the correct
clinical context at relevant points in the workflow. Alerts and reminders are
informative, actionable, and judiciously limited to the most significant, patient-

EHR Limitation

Strength of
o Recommendation
Clinicians
Clinical support staff
Clinical administration
Pharmacists
Nurses
Informatics staff
Health IT support staff
EHR developer

Medium

Implementation Guidance

The organization’s CDS governance has a process for
developing, maintaining, and regularly revising alerts based
on clinical user feedback, emerging knowledge, and high
override rates.®"

The EHR allows users to provide feedback on CDS content
directly within the workflow.52

Alerts are designed to appear in the right place in the
workflow for the right user (e.g., for the provider during
order selection, the pharmacist during order fulfillment, and
the nurse during medication administration).5?

If CDS uses Al such as a predictive model, the model’s
calculations are sufficiently explained (e.g., decision trees,
templated text, or feature importance) along with its
recommendations.5*

The organization has established standards limiting the use
of interruptive alerts to only the most critical warnings.®°

Alerts requiring action include the ability to perform or jump
directly to the intended action.®®

Interaction checking occurs for all active medications when
a new allergy is entered (i.e., reverse checking).

Dose range and maximum daily dose checking occur
before medication orders are submitted for dispensing.

Medication dosing alerts take into consideration relevant
patient-specific data such as patient age, gender, and
laboratory result values (e.g., metformin ordered for
patients with impaired renal function as evidenced by
decreased estimated glomerular filtration rate
[eGFRY]).67-68
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Recommended Practice - Alerts and Reminders (cont'd)

clinical context at relevant points in the workflow. Alerts and reminders are
informative, actionable, and judiciously limited to the most significant, patient-

specific notifications.
Checklist

m CDS alerts and reminders provide unambiguous guidance in the correct

Implementation Guidance (cont'd)

* Order sets are configured to facilitate appropriate corollary
or consequent orders and reflect changes made to the
original order (e.g., rescheduling, renewing, or
discontinuing).8®

® Incomplete orders requiring further actions (e.g., answers
to specific questions) are clearly communicated to the
ordering provider during order entry and prior to
submission.

® The organization has a robust process for managing
feedback, responding to users, and tracking
improvements made.52
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Recommended Practice - Ransomware Implementation Status

to identify malicious emails and fraudulent telephone callers asking for

Users are trained on ransomware prevention strategies, including how
2.7
login access or other privileged information.”07"

Checklist EHR Limitation
Suggested Sources of Input Strength of
Rationale for Practice or Risk Assessment 1. Clinicians, support staff, and/or Recommendation
Malicious email attachments or callers asking for personal clinical administration Required
login information are often the first point of entry for 2. EHR developer

ransomware attacks.
Implementation Guidance

" Users are trained to first, hover over links to see the URL
(Uniform Resource Locator) destination before clicking,
and second, think about the attachment or link -do you
know the sender, does the email have a sense of
urgency or deadline to take action, are their spelling or
grammatical errors in the message? Do not click on the

Assessment Notes link or attachment if not sure. When in doubt call or email
(in a separate email) the sender or the organization
requesting information to confirm it is legitimate.”2

" The organization trains users to identify spam, phishing,
and spear-phishing messages, and users avoid clicking
on potentially weaponized attachments (such as *.exe,
*.zip, *.rar, *.7z, *js, *.wsf, *.docm, *.xlsm, *.pptm, *.rtf,
*.msi, *.bat, *.com, *.cmd, *.hta, *.scr, *.pif, *.reg, *.vbs,
*.cpl, *.jar files). Safer file attachment formats include
(*.jpg, *.png, *.pdf, *.docx, *.xIsx, and *.pptx).7374

" Training should reinforce that legitimate organizational
mail messages (e.g., your employer’s IT department,
your bank, your credit card company, companies you
work with) should always meet the following
requirements: 1) never ask you to download and open

Follow-up Actions file attachments; 2) never ask for you to enter account or
password information; 3) always have a telephone
number you can call (i.e., out-of-band check); 4) always
be associated with an email address and name that
people can check in their local directory; and 5) contain
website links that display the complete internet address
(URL) to build trust.

" The organization restricts users’ ability to install and run
software applications using the principle of “Least
Privilege”, or minimizes users’ access to only those
systems, services, and data required by their job.

" The organization considers disabling the USB ports on
the organization’s computers.”®

® The organization conducts simulated phishing attacks

Person Responsible for Follow-up Action (i.e., sends fraudulent [but safe] email messages or
websites that appear to be from legitimate sources) to
raise user’'s awareness of the problem.”®

" The organization conducts simulated ransomware attack
detection and recovery drills from both the clinical’” and
technical’® perspectives.
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Recommended Practice - Training on Downtime Implementation Status

Staff are trained and tested on downtime and recovery
procedures.”®

Checidist EHR Limitation
. . . Suggested Sources of Input Strength of
Rationale for Practice or Risk Assessment 1. Clinicians, support staff, Recommendation
At any given time, many organizations are likely to have and/or clinical administration Required
equire

employees who do not know how to function in a paper
record-based clinical or administrative environment.&°

Implementation Guidance

Organizations establish and follow training requirements so
that each employee knows what to do to keep the
organization operating safely during EHR downtimes.?'

Clinicians are trained in the use of paper-based ordering and
charting tools.

The organization offers a job aid, such as a small, self-
contained reference card or checklist, to help clinical staff find
available resources and actions during EHR downtimes.8?

The organization conducts unannounced EHR “downtime
drills” at least once a year.®®

Clinicians have been trained on how and when to activate
and use the “read-only” backup EHR system.8*

Clinicians and other staff members have reliable access to
the login information for the emergency, downtime, read-only
backup EHR system, which may be different than
userspecific credentials used for the live or production EHR.

The organization maintains a comprehensive list of system-
to-system interfaces or computer connections that is
reviewed on a regular basis (e.g., every six months or
annually) as a part of on-going contingency planning. The list
should have a specific indication of whether there are legal/
regulatory issues that may require special notification to the
other party if there is a downtime such as a state-based
immunization registry or prescription drug monitoring
program.®

Assessment Notes -

Follow-up Actions

Person Responsible for Follow-up Action
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Recommended Practice - Risk Management Strategy

Implementation Status

Organizations have a strategy and mechanisms for prevention, identification,

hazards.
Checklist

Rationale for Practice or Risk Assessment

A robust strategy enables organizations to proactively manage
potential hazards, mitigating the most significant threats to
patient safety by focusing on high-priority EHR safety risks.
This approach is not only crucial for patient safety but also
often mandated by regulatory bodies. By identifying high-
priority risks, organizations can allocate resources effectively,
targeting efforts on critical areas and informing targeted
training programs to enhance clinicians' safe and effective use
of the EHR system. This proactive risk management enables
healthcare organizations to minimize adverse events, optimize
EHR performance, and ensure compliance with regulatory
requirements.

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action

August 2024

Suggested Sources of Input

measurement, monitoring, and mitigation of high priority EHR safety risks and

EHR Limitation

Strength of

1. Large organization: Board of Recommendation

directors, Clinical, Informatics, and
IT leadership team, Safety officer

2. Small organization: Owners, EHR
vendors, Clinicians

Medium

Implementation Guidance

" A plan exists for learning from incidents to improve EHR
safety.86-88

" Real-time monitoring tools are deployed that track system
performance, detect anomalies, and alert IT staff to
potential issues.8°

* Organization EHR representatives meet regularly with the
EHR vendor to discuss new or ongoing issues.

" Bidirectional communication between the organization and
the EHR vendor ensures timely updates, patches, and
support for the system.

= A multi-stakeholder committee or task force convenes on a
regular basis to review all high-priority EHR-related
hazards.90-91

" EHR-related incidents are categorized and summarized by
location (i.e., clinical and within the EHR), severity, and
type to assess for any trends that need to be addressed.®?

® The mechanism for anonymous, no-fault, internal reporting
of EHR-related safety hazards is clear to all users.%®

® Organization has a policy and procedure that addresses
timeliness of addressing reported errors, including an
escalation process to organization leadership when the
established service level is not being met or is at risk of not
being met.

= Larger organizations use specialized “help desk” software
to manage internal EHR error reports and their disposition.

" The user who reported the issue, if identified, should be
notified of the outcome when appropriate.

® The organization regularly monitors and reports on system
downtime events.%
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Recommended Practice - Patient Notification

Rationale for Practice or Risk Assessment

monitored.5”
Checklist

Failure in timely patient notification of test results is a
major source of diagnostic error and liability.
Standardized policies and procedures for timely
patient notification reduce the risk of loss of follow-

up.

Suggested Sources of Input
1. Clinicians, support staff,

Implementation Status

Organizational policies and procedures ensure timely patient notification of
both normal and abnormal test results, and the timeliness of notification is

EHR Limitation

Strength of
Recommendation
and/or clinical

administration Required

2. Diagnostic services

Implementation Guidance

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action =

August 2024

National VA policy “Communicating Test Results to
Providers and Patients” Directive 10887 states that:

“It is VHA policy that all test results must be communicated
by the diagnostic provider to the ordering provider, or
designee, within a time-frame that allows for prompt
attention and appropriate action to be taken. All test results
requiring action must be communicated by the ordering
provider, or designee, to patients no later than 7 calendar
days from the date on which the results are available. For
test results that require no action, results must be
communicated by the ordering provider, or designee, to
patients no later than 14 calendar days from the date on
which the results are available. Depending on the clinical
context, certain test results may require review and
communication in shorter time-frames.”

Notification of test results to patients is monitored for
timeliness (i.e., whether the clinician notified the patient
within the correct time frame).

Certain time-sensitive test results, as well as results for
which clear, unambiguous communication is essential (e.g.,
HIV status, cancer diagnosis), are discussed in person or
via the telephone rather than using asynchronous electronic
means (e.g., secure messaging, voicemail, or patient
portals).

Organizations use patient portals to automatically release
test results to patients who have activated their accounts.
To explain their test results in more detail, portal users are
provided with a link to lab test interpretations (https:/
www.testing.com/news/labtestsonline-org-is-now-testing-
com/).

For patients who have not activated their online accounts,
traditional methods such as letters or phone calls are used
to inform them of their results on a timely basis.

If patient communication and acknowledgment of abnormal
results are unable to be confirmed, alternative strategies
are used to ensure follow-up (e.g., if the secure message is
not read, telephone or send a letter).
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Recommended Practice - Monitor Communication Patterns Implementation Status

The EHR enables the monitoring of important communication
3.3 patterns related to clinical messages, referrals, and patient
portal notifications.
Checklist EHR Limitation

Suggested Sources of Input Strength of

Rationale for Practice or Risk Assessment Recommendation

1. Clinicians
Monitoring time-sensitive and important clinical 2. Clinical staff Medium
communications can identify opportunities to improve safety 3. Quality improvement staff
by identifying and addressing potential problems related to 4. Health IT support staff
informing and responding to messages between clinicians 5. Vendors
and the care team and ancillary staff, as well as to and from

patients.

Implementation Guidance

* The organization monitors rates of unacknowledged
clinician inbox messages, messages sent to patients in

heir I's inbox, an ks.%4
Assessment Notes their portal's inbox, and tasks

" The organization defines and tracks expected response
time frames for specific types of messages (e.g., urgent
referrals responded to within two days, hospital discharge
summaries sent to primary care provider within three days
of discharge, inpatient order to admit is signed off at or
before the time of admission). Findings are used to
identify and resolve any deficiencies.

" Inbox message monitoring identifies quality improvement
projects and targets interventions for clinicians with higher
rates of unacknowledged inbox messages and tasks.%

® Physician burnout, turnover, productivity, and EHR use
metrics are analyzed to identify opportunities to identify
physicians at high risk of departure who may benefit from

i i i 96,97
Follow-up Actions targeted inbox management interventions.

® Patient portal adoption and utilization rates are monitored
and analyzed, including how these differ by patient
language, race/ethnicity, and other demographics.%

" Messaging content and response patterns are periodically
reviewed to identify opportunities for improving
communication quality.®°

® The organization provides sufficient administrative time
for clinicians to appropriately manage inbox messages
and the clinical work associated with them.33.34.100

Person Responsible for Follow-up Action
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